
LarePass Privacy Policy​

Release Date: August 21, 2024​

Effective Date: August 21, 2024​

LarePass, developed by Bytetrade Technology  (Beijing) Technology Co., Ltd., with its 

registered address at Floor 10, Unit 12-01, Building 38, Haidian Street, Haidian District, 

Beijing, China (hereinafter referred to as “we” or “us”), is an application designed for users 

of the Olares system, integrating various functionalities and auxiliary management systems.​

Before you download, install, and use the LarePass software (hereinafter referred to as “the 

Software” or “this App”) and related services, please read and thoroughly understand this 

Privacy Policy. Additionally, if you are using the Software as a member of an organization, we 

recommend that you fully understand the relevant data collection, usage, and protection 

policies of your organization.​

This policy constitutes a legally binding agreement between you and us. We hereby specifically 

remind you to carefully read and fully understand each clause of this agreement, especially 

those clauses that pertain to your rights, which may be highlighted in bold or underlined to 

draw your attention. Please carefully review and choose whether to accept this agreement. If 

you do not agree to the terms, please immediately stop accessing or using the Software.​

This Privacy Policy includes the following content:​

1. How LarePass collects and uses your personal information​

2. Use of cookies and other similar technologies​

3. How LarePass processes, transfers, and discloses your personal information​

4. Storage of personal information​

5. Protection of personal information security​

6. Complaints​

7. Changes to and notifications of the Privacy Policy​

8. How to contact us​

1. How LarePass Collects and Uses Your Personal Information​

1.1 During your use of the Software, LarePass collects the following 
information:​



• [Android App]​

◦ System language, operating system information, operating system API version, Android 
ID, network device hardware address (MAC address), CPU information, GAID, OAID, device 

serial number​

◦ Storage information: hard drive usage, memory usage​

◦ System or network identification information: IP address, cookie data​

◦ Network identification information: account password​

◦ Application information: application version, WLAN access points (BSSID, SSID), network 
access method, type, status, network quality data​

◦ Service content information: user feedback, service log information​

• [iOS App]​

◦ Device information: device name, device ID, device model, operating system information, 
operating system API version​

◦ System or network identification information: IP address, cookie data; wireless network 
name, WLAN access points (BSSID, SSID), network access method, type, status, network 

quality data​

◦ Service content information: user feedback​

• Log information: Information related to your use of certain features, applications, or 
websites, including the time and duration of service use, network request information, 

standard system logs, crash data, behavioral logs generated by using services or performing 

operations, and device and software event information.​

1.2 LarePass will collect and use your personal information for the 
following purposes:​

1.2.1 Login and Authentication

When you log in to LarePass, you will need to use your Olares ID and Olares login password. 

Once you input the above information, you will be able to access the Software.​

1.2.2 VPN Services​

To provide VPN data transmission services, authenticate user devices, and diagnose network 

issues, LarePass needs to access your device information and network information. The VPN 

service is responsible for connecting your device to the Olares server so that you can access 

Olares resources. This service does not access, intercept, or alter your content information.​

1.2.3 OTP Services​

The OTP service provides a built-in One-Time Password (updated every 30 seconds) and a 

custom password generation feature. The built-in OTP is used for two-factor authentication in 



the LarePass system, ensuring account login security.​

1.2.4 Office Security Monitoring​

To offer office security monitoring services, LarePass may need to perform a local security scan 

on your device to provide security risk alerts and security setting suggestions, such as setting a 

lock screen password. Rest assured, LarePass will not read or use the content of your local files.​

1.2.5 Security Assurance Features​

LarePass is committed to providing you with a secure and reliable product and usage 

environment. The following information is collected to achieve security assurance features is 

necessary information.​

a. To ensure the secure operation of the software and services, LarePass will collect your 

hardware model and settings, operating system information and version number, Android 

ID, network device hardware address, CPU information, storage information, IP address, 

WLAN access points, network access method, type, status, and network quality data, as well 

as operation, usage, and service logs.​

b. To prevent malicious programs and ensure safe operations, LarePass will collect information 

on installed applications or running processes, overall application performance, usage 

patterns and frequency, application crashes, and performance data.​

c. LarePass may use your account information, device information, and service log 

information to assess account security, perform identity verification, and detect and prevent 

security incidents​

1.2.6 Statistical Analysis​

To analyze the performance of the product and improve user experience, LarePass may use your 

device information and log information. The aforementioned information will be anonymized 

and will not be linked to your personal identity.​

1.2.7 Scan Function​

To provide you with the scan function, LarePass will request your authorization for camera 

access. If you refuse to grant this permission, you will be unable to use the scan function, but it 

will not affect your normal use of other features of LarePass.​

1.2.8 Performance Monitoring Services​

To provide you with services for device anomaly detection and performance analysis, as well as 

for device identification, status monitoring (online, offline, network environment), device count 

statistics, and single-device issue debugging, the following necessary information is collected:​

• Device Information: device ID, device model, operating system, system timezone, screen 
resolution, disk usage, memory usage, number of running threads, CPU information 

(frequency, model, architecture), mobile country code (MCC), mobile network code (MNC), 

device DPI;​



◦ Android: Android ID, device brand, operating system API version, user agent, battery 
level, network traffic, device ABI, ROM;​

◦ iOS: Jailbreak status, identifier for vendor (IDFV).​

• Application Information: application version, package name, process startup time, crash 
time, crash thread name, names of visited pages, complete thread stack of the current 

process, application service log information, application file names, application file sizes, 

disk size;​

◦ Android: file descriptor (FD) list;​

◦ iOS: in-app language, app distribution channel.​

System and Network Identification Information: user ID, IP address, carrier information, 

network access method.​

1.3 LarePass Permission List​

Android​

Permission Name​ Permission Function 

Description​

Usage Scenario or 

Purpose​

CAMERA (Photo/Video 

Capture)​

Use the camera to take 

photos and videos, scan QR 

codes​

Provide scan function​

READ_EXTERNAL_STORAGE

 (Read External Storage)​

Access content in the 

gallery​

Add OTP service by 

scanning local gallery 

images​

ACCESS_FINE_LOCATION 

(Access Precise Location)​

Obtain precise geographic 

location via GPS or 

network-based data (e.g., 

cell towers and WLAN)​

Provide one-click WiFi 

connection service with 

dynamic usage​

BLUETOOTH (Bluetooth)​ Used to access device 

information​

Identify terminal devices​

iOS​

Permission Name​ Permission Function 

Description​

Usage Scenario or 

Purpose​

NSPhotoLibraryUsageDescr

iption (Access Photo 

Access content in the 

gallery​

1. Use WebView 

component features <br> 2. 



Library)​ Add OTP service by 

scanning local gallery 

images​

NSCameraUsageDescriptio

n (Use Camera)​

Use the camera​ Provide scan function​

NSLocalNetworkUsageDesc

ription (Access Local 

Network)​

Access the local network​ Ensure secure operation of 

software and services​

2. Use of Cookies and Other Similar Technologies​

LarePass uses cookies and other similar technologies (such as web beacons, Flash cookies, etc.) 

(collectively referred to as “Cookies”) to enhance your experience while using this software. 

When you use LarePass and related services, LarePass may use relevant technologies to send 

one or more cookies or anonymous identifiers to your device to collect and store information 

about your access and use of this product. Most web browsers automatically accept cookies, but 

the decision to accept them is entirely up to you. You can choose to accept or disable cookies. 

You understand and agree that LarePass may store necessary cookies required for the operation 

of this software, including those that allow you to log into the secure areas of the software. The 

storage of these necessary cookies is a prerequisite for providing basic service content; if you do 

not agree to this authorization, you will be unable to use any services of this software.​

3. How Your Personal Information is Processed, Transferred, and 
Disclosed​

Your organization determines how to process, transfer, and publicly disclose your personal 

information. For specific details, please communicate with your organization. If your 

organization uses Olares’s public cloud services, you agree that your organization will delegate 

us to process your personal information. We place a high priority on the protection of personal 

information, and we will process your personal information according to your organization’s 

requirements.​

4. Storage of Personal Information​

Your organization determines the method, location, and duration of storage for the 

aforementioned personal information, as well as the handling of such information upon 

expiration. For specific details, please communicate with your organization. If you are using a 

personal Olares device, the information will be stored on your Olares device.​

5. Protection of Personal Information Security​



5.1 We take the security of your personal information very seriously. We 
implement strict security technical measures on the client side to prevent 
unauthorized access and modification of your personal information, and to 
avoid data corruption or loss.​

5.2 Security Limitations​

Although we have implemented the above measures and have complied with the standards 

required by relevant laws and regulations, please understand that due to technological 

limitations and the potential for various malicious attacks in the internet industry, it is 

impossible to guarantee 100% security of information, even with the utmost efforts to enhance 

security measures. We will do our best to ensure the security of the personal information you 

provide to us. Please be aware and understand that the systems and communication networks 

you use to access our services may encounter issues due to factors beyond our control. 

Therefore, we strongly recommend that you take proactive measures to protect the security of 

your personal information, including but not limited to using complex passwords, regularly 

changing passwords, and not disclosing your account password or other personal information 

to others.​

5.3 For information regarding the data protection measures and security 
protocols implemented by your organization, please contact your 
organization for further details.  ​

6. How to View, Back Up, and Delete Your Account Information​

6.1 View and Back Up Your Account​

Go to LarePass > Settings > Account to view, copy, or back up your account information.​

6.2 Delete Your Account​

After you stop using the software, you can request account deletion by contacting your 

organization’s administrator or emailing support@bytetrade.io.​

7. Complaints​

If you wish to contest or file a complaint regarding our handling of your personal information, 

please contact the user administrator immediately.​

8.  Changes and Notifications of this Privacy Policy​

To provide better services to your organization and you, the functionalities of LarePass will 

change from time to time. We will revise this Privacy Policy accordingly, and these revisions will 

mailto:support@bytetrade.io


form part of this Privacy Policy.​

To help you understand any changes in LarePass’s data processing practices, after updating 

the privacy policy, we will issue the updated version on this software platform and notify you of 

the relevant updates through client announcements or other appropriate means before it takes 

effect, so that you can stay informed about the latest privacy policy.​

9. How to Contact Us​

If you have any questions, comments, or suggestions regarding this privacy policy, you can 

contact us through the following channels:​

• Log into our official website and scan the QR code in the footer to join the official support 
channel on Discord or WeChat.  ​

• Email us at support@bytetrade.io (this email address will be updated periodically and 
published as part of this policy).​

We will process your request promptly upon receipt and respond to your inquiry within 15 

working days or within the timeframe required by laws and regulations.​


